
 Follow up Audit of Operational Risk Management 

Appendix A-1 

1. Background 

 
1.1. Internal Audit issued a report on the effectiveness of Operational Risk Management on the 2nd November 2016.  The scope of the audit was to provide assurance 

over management’s arrangements for governance, risk management and internal control for: 
 

 Policies and Procedures including the Risk Management Strategy/Framework; 

 Systems in place for the recording and monitoring of operational risks; and 

 Training on operational risk. 
 

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided partial assurance.  
 
1.3. Improvements were sought in the following areas: 

 The arrangements in place to ensure that the risk management strategy is regularly reviewed, updated and communicated effectively; 

 The arrangements for the reporting of high level operational risks were unclear; 

 Managers understanding their responsibilities for monitoring and review of operational risks; 

 Adequacy of risk management training for managers; 

 Use of Pentana / Covalent to record service plans and the systems used to monitor risks on an ongoing basis; and 

 Operational risks scored in line with the Council’s risk matrix. 
 
1.4. Internal Audit undertook a follow up review to provide an update on assurance to senior management and the Audit & Governance Committee on the full 

implementation of previously agreed actions to address each recommendation.  The review checked whether controls are working effectively to mitigate the 
risks previously identified. 
 

2. Audit Approach 
 

2.1. Follow up Methodology 

 

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to confirm the 

implementation of agreed actions and that controls are working as intended to mitigate the stated risk.   

 

2.3 Audit testing is restricted to a sample basis and audit assurance is not absolute.  It is the responsibility of management to continue to monitor the 

effectiveness of internal controls to ensure they continue to operate effectively. 
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3. Assurance Opinion 

 

3.1. Internal Audit give each audit review an assurance opinion which assist Members and Officers in their assessment of the overall level of control and potential 

impact of any identified system weaknesses.  There are four levels of assurance opinion, which may be applied.  Appendix A explains and defines each 

assurance level for this report. 

 

3.2. The audit reviews whether management have successfully implemented agreed management actions and that controls are working effectively.  This confirms 

whether the response is sufficient to revise the original audit assurance opinion from that provided in the original report.  

 

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within Operational Risk Management provides 

Reasonable assurance.  The revised audit opinion assumes that the controls assessed as operating effectively, in the original report, have not changed and 

these have not been revisited as part of the follow up. 

 

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete assurance 

cannot be given to an audit area. 

 

4. Summary of Recommendations and Audit Findings 

 

4.1. There are three levels of audit recommendation and Appendix B explains the definition for each level.  

 

4.2. Internal Audit followed up six audit recommendations from the previous review.  From the testing undertaken, there is evidence of developments, which 

allows audit to provide an improved assurance rating.   

 Four recommendations have been fully implemented; and 

 Two recommendations are partially completed and action is needed to adequately address the risk exposure 
 
4.3. Findings from the review concluded that there was one minor control affecting the two recommendations reported as partially implemented.  This 

information is summarised in Section 5 of this report. 
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4.4. Recommendations fully implemented: 

 

 Approval of the Risk Management Policy followed appropriate reviews and channels.  The review process took account of the following: 

o Possible operational change requirements; 

o Council wide communication requirements; 

o Is available on the Intranet; and 

o Clearly articulates the Councils risk appetite. 

 The application of escalation processes are appropriate and reports issued as agreed in the Policy. 

 By using Pentana to record risks and mitigation actions, management provide a trail of the actions taken. 
 

4.5. Areas for further development:  

 

From the evidence provided as part of this follow up there are two audit recommendations, which require further action as follows: 

 

The following issues relate to the delivery, recording and management of risk management training, currently undertaken by Council officers. 

 Record both the offer and uptake of Risk management training by individual managers; 

 All staff to undertake Risk management training should be included during the Induction process and where necessary remedial training identified during 

staff appraisal; and 

 In relation to the review of compliance to the Risk Management Policy, it should ensure that job roles are up to date and where necessary responsibilities 

transferred to an alternative jobholder. 
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Comment from Julie Betteridge (Executive Director, Operations and Monitoring Officer) 

 

Managing risk is an essential activity for all staff to ensure effective delivery of our services.  The continuing process of developing our staff is understood 

and recognised through job profiles, staff appraisals and most importantly supervision and operational management meetings and activity.  The offer and 

take up of operational risk management training to sustain and develop staff skills is being undertaken within the review of our corporate core training and 

induction programme content.   This action will deliver the outstanding audit recommendations around risk management training and ensure all relevant 

staff are provided access and able to use their appraisals to log their skill and risk management performance linked to the skills and systems training 

provided. 
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5. Matters Arising / Agreed Action Plan 
 

5.1. Management - achievement of the organisation’s strategic objectives. 

 

Audit Finding  

Risk Management Strategy/Policy 

Regular reviews of the risk management policy ensure alignment with the Council’s needs, the Service Plan template and reflects relevant legislation.  The policy 

should be communicated and Officers made aware of their responsibilities. 

●  High priority - Fully Implemented  

Outcome from follow up: 

The Management response and update statement states that: 

The Audit and Governance Committee agreed the revised Risk Management Policy in April 2018.  CLT discussed the Council’s risk appetite prior to inclusion in the Risk 

Management Policy. 

 

CLT decided that unless there are significant changes, the Policy requires a review and update every two years.  The Policy is available on the Intranet for all staff and is 

be included on the Policy database. 

 

Service Plan templates will be updated for 2017/18 and explain roles and responsibilities. 

 

At the time of this review - testing confirmed the following: 

The revised Risk Management Policy was: 

 Approved through appropriate channels; 

 Takes account of possible operational change requirements;  

 Was properly communicated; 

 Is available on the Intranet; and 

 Clearly articulates the Councils risk appetite. 
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Recommendation:  No further action required. 
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Audit Finding  

Risk identification, mitigation and scoring 

Management should ensure that scoring mechanisms be explained to managers to ensure correct scoring of risks and link to Service objectives.  CLT should review 

risks as part of the overall approval of annual service plans. 

●  Medium priority - Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 CLT review risk scoring as part of annual service planning review and sign-off; 

 The risk impact scale is included in Risk Management Policy along with procedure for scoring risks. 

 

At the time of this review - testing confirmed the following: 

 

 Minutes from meetings confirm that managers are aware of current Policy requirements; 

 Both risk management and service plans use the same processes to identify and manage risks; 

 Risk management training is available for all LMG members. 

One concern would be take up of the offer.  This could mean aiming checks to those not attending to confirm compliance with the policy. 

  

Recommendation:  To ensure a consistent approach, all Service Managers are required to attend risk management training.  Retain attendance records to confirm 

managers are all aware of the correct procedures. 
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts. 

 

Audit Finding  

Reporting of High Level Operational Risks 

Management should clarify the arrangements for reporting high-level operational risks and ensure that Senior Management and the Audit & Governance Committee 

are aware of any such risks and any mitigating actions. 

●  High priority - Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 Procedure for escalating high-level (red) risks is included in Risk Management Policy; 

 Directors receive monthly updates on operational risks on Pentana and verbal updates via departmental team meetings and 1-2-1’s; and 

 Strategic risks are reported to Executive and Audit and Governance Committee, along with red, operational risks; 

 

At the time of this review - testing confirmed the following: 

 

 The Performance and Risk Management Officer (PMRO) issues operational and strategic reports CLT and quarterly reports to Audit and Governance Committee; 

 Reports include documents explaining changes made to strategic risks, reasons for the change and current risk rating; and 

 This provides evidence that risks are monitored and updated. 

 

The application of escalation processes are appropriate and reports issued as agreed in the Policy. 

Recommendation:  No further action required. 

.  
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5.3 Information - reliability and integrity of financial and operational information. 

 

Audit Finding  

Monitoring and Review 

Management should ensure that processes ensure Managers are aware of the Council’s risk management strategy/policy, the frequency required to review 

operational risks and the reporting requirements for operational risks. 

●  High priority – Partially Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 Processes and procedures incorporated into updated Risk Policy; 

 

At the time of this review - testing confirmed the following: 

 

 Meeting notes confirmed the Risk Management Policy was discussed at LMG and CLT meetings; 

 The Policy confirms requirements for recording, reporting risks and managing risks; 

 Operational and Strategic risks are subject to monthly reporting and updating; 

 Compliance is subject to an annual internal review, with further cyclical reviews by Internal Audit (three-year cyclical governance reviews); 

 The Policy specifies when and who receives risk reports and what is required; and 

 Risk Management training offered to managers during July and August 2018. 

Minor concerns relate to obsolete job roles included in the policy and the records showing who has or has not had risk management training.  

Recommendation: That a further review of the Risk Management Policy to: 

 Confirm job roles are up to date and where necessary responsibilities transferred to the appropriate job role; 

 That all service managers have attended the training; and 

 The Council’s Risk Management Policy is included during induction processes and updated, where appropriate, following annual appraisal. 
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5.4 Value - effectiveness and efficiency of operations and programmes 

 

Audit Finding  

Training 

Introduce risk management training for all relevant Staff, linked to an updated Risk Management Policy.  Communications through the Intranet, LMG and CLT, with 

updates as required.  

●  High priority – Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 In-house Risk Management policy training organised and offered to all managers between July and early August 2018; 

 There is an option to source further ‘in-depth’ risk management training from an external provider, if requested; 

 The Risk Management Policy has been placed on the intranet for all staff to access. 

 

At the time of this review - testing confirmed the following: 

 

 Initial risk management and Pentana training is due for delivery to Managers during July and August 2018; 

 The aim of the initial training is to ensure awareness of the Policy and managing and reporting risks on Pentana; 

 Any further in-depth training will be subject to procurement of an external provider; and 

 Managers are aware of the revised procedures and the Policy is available on the Intranet. 

 

Recommendation:  No further action required. 
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Audit Finding  

Recording and monitoring of risks on Pentana 

Service plans are loaded on to Pentana to allow regular review, approval and subsequent monitoring of risks.  Record evidence of any review on Pentana. 

●  High priority - Fully Implemented 

Outcome from follow up: 

The Management response and update statement states that: 

 

 Approved service plans uploaded to Pentana for regular risk monitoring; 

 Timetable for Managers and CLT Service Plan Production; 

 Risk Management Policy highlights that Service Plans need to be uploaded promptly to Pentana; 

 Requirement for monitoring and review of risks on the Covalent System. 

 

At the time of this review - testing confirmed the following: 

 

 Service plans are recorded on Pentana; 

 Monthly performance Directorate management reports include updates on risks, service plan objectives and Performance Indicators; 

 Reports to the Managing Director and the Customer Services Directorate include updated risks; 

 The PMRO collates these reports, but action is dependent on managers updating risks and regular scrutiny; 

 The PMRO adds a flag on Pentana, which issues monthly reminders to managers; 

 The Monthly Performance Report includes operational risks; 

 Reports document review dates, the risk owner and historical risk scores. 

Recommendation:  No further action required. 
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Audit Assurance Opinions 
There are four levels of assurance used; these are defined as follows: 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no weaknesses 
were identified. 
 
Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk. 
 

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified.  
 
Recommendations may include high and medium priority matters for 
address. 

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk. 

Significant non-compliance with basic controls, which leaves the system 
open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present. 



   

Grading of Audit Recommendations 
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 

recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 
 


